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A more human resource?®

ADP Federated Single Sign On denotes the establishment of a trusted and legal relationship between ADP and your
organization. This single sign-on relationship exchanges identity and authentication information across the two
organizations.

What is Federated Single Sign-On?

Federated single sign-on (SSO) with ADP is a mechanism by which your organization conveys to ADP that an
employee has in fact authenticated. Upon successful verification, your employees use your new ADP Service URL
to access their ADP account.

What are the benefits?

e Easy Access for your employees: After logging on to your organization’s network, your employees will
use the new ADP Service URL to access your ADP service without requiring additional login credentials.

e Your organization maintains control over your sensitive information: You manage your own
identity information and authentication based on your organization’s security policies.

e Minimal IT support to enable single sign-on

Security

e ADP uses the Security Assertions Markup Language (SAML 2.0), an XML-based framework, to secure
the person immutable ID exchange between your organization and ADP to allow federated access.

e Information is protected by your organization’s access management — only administrators have access
to your organization’s data.

Are you ready?
Review the system and technical requirements required for this solution:

1. Please confirm with your ADP representative that you are using an ADP service that supports ADP
Federated SSO.

2. Your organization can be associated with a SAML 2.0 identity provider that is supported by ADP
Federated SSO:

a. Active Directory Federation Service (ADFS) v3.0 or a supported third-party identity provider.
Note: When using ADFS, ADP requires a certificate signed by a third-party certificate authority.

b. A supported third-party identity provider (Check with your ADP representative for details)

3. An administrator who is knowledgeable about your network settings and can collaborate with ADP to
implement federated single sign-on for your organization.

4. Find the supported solutions listed on the ADP Marketplace.

Are vou interested? Log onto https://marketplace.adp.com/ for additional information and to purchase the ADP
Federated Single Sign On application.
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